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The art market

• Two main critical issues:

• Authentication and provenance

• Lack of transparency

• Four main actors

• Artists: register and sell artworks

• Collectors: buy, sell and ask for 
authentication of artworks

• Brokers: sell artworks for third parties

• Authenticators: authenticate artworks

• Non functional 
requirements:

• Transparency

• Integrity

• Availability

• Usability
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Conflicts between requirements

• Provenance verification requires to know the chain of owners

• Law enforcement requires to know the identity of parts 
involved in the trade

• Confidentiality regarding the ownership and the purchase price

Solution:

• Ethereum addresses are used to represent users

• An administrator, which is required to

• Certify the correspondence between address and name

• Enforce law for private sales
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General Architecture

• Private database

• Collectors identity

• Private selling prices

• Ethereum

• System core

• IPFS

• Artworks images
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Most important back-end modules

• Token

• ERC-721 smart contract

• Main register for artworks operations

• Marketplace

• Contract for selling and buying

• Automatic payments on Ethereum

• IPFS

• Distributed file system based on a DHT
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Interface to Ethereum and Traceability

Metamask extension

• Wallet (generates private key and address)

• (Possibly) linking to a remote node

Etherscan page of the token
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Tokenization

• Crucial: how to connect the virtual token to the physical artistic object

• Connection realised through a non-tamperable, non-duplicable tag

• Applied by the author or authenticator

• E.g. RFID applied on or within the canvas 

• Provides permanent reference to Ethereum token

• Easy authentication and provenance check

• If an authentication is discovered to be wrong, a new token is created and a 
new RFID is applied
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Testing and cost analysis

• Solution tested on 
Ropsten test network

• Waiting time rarely over 2 
minutes

• 1 ETH = 186.82 €

• Gas price: 10/21/32 Gwei
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Conclusions and future works

• Transparency, availability and integrity granted by smart contracts and 
public ledgers

• Usability obtained by means of web frontend

• Future improvements:

• Match exchange of token to exchange of the physical artwork

• Investigate legal recognition

• Integration with IoT devices
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A complex regulatory framework

• Sales and provenance certificates: must contain information about the 
artwork, its authenticity and its provenance

• Circulation of artworks: high historical and cultural value artworks may 
be protected by the State and therefore they cannot leave the country

• Resale right: artists are entitled to a remuneration for each sale of their 
artworks following the first
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Sequence diagram of Registration by artist
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Sequence diagram of Registration by collector
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Sequence diagram of Selling
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Sequence diagram of Buying
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Front-end example: artist web page


